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Facing up to
food fraud in
a pandemic
Introduction
‘Food fraud’ encompasses a wide
range of illegal activities, often
for economic gain. Obvious
examples are adulteration to
misrepresent the apparent
‘quality’ of a food (e.g. red dyes in
palm oil) or substitution of a food
with a cheaper alternative (e.g.
horsemeat for beef).
However, fraud also includes
activities as diverse as knowingly
selling food beyond its expiry
date, ‘up-labelling’ (e.g. relabelling net-caught tuna as
line-caught), operating from
unlicensed premises and forging
certification relating to analytical
results or official inspection.
Many businesses take a holistic
definition of ‘food fraud’ to
include all inputs associated with
the food chain e.g. fraudulent
fertilisers, animal feed, processing
aids, food contact materials,
cleaners and sanitisers. The level
of formality associated with such
fraud varies from the involvement
of international organised
crime networks, with endemic
coordinated corruption, through
to the individual decisions of small
traders who may occasionally
decide to falsely describe their
stock or replace an ingredient with
a cheaper alternative.

John Points and Louise Manning, both members of the IFST’s COVID-19
Advisory Group, assess the evidence for an increase in food fraud as a
result of the COVID-19 pandemic.
There are many ways for a
food business to define and
estimate its risk of falling victim
to fraud. They all involve a
combination of two factors: the
threat and the likelihood.
The threat
The most basic harm to the
industry and consumers of
fraud is economic. You are not
getting what you believed you
paid for. Lower grade materials
will affect the quality of your
finished product, or the food
on your menu, and can lead
to customer complaints and
refunds.
There can also be reputational
and brand damage. If it emerges
that your product is not what
it is claimed to be then this will
undermine customer loyalty,
particularly if your brand is
based around the quality or
provenance of your ingredients.
In the worst case, food fraud
poses a public health risk. This
risk is obvious if ingredients
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are non-food-grade or dateexpired. There can also be a loss
of efficacy, if the sub-standard
item is a functional additive,
packaging, or sanitising agent.
But there are also more direct
food safety hazards. Undeclared
substitutes that are allergens,
e.g. peanut powder in an
almond powder, can provoke
severe or fatal reactions in
allergenic consumers. Some food
adulterants have acute or chronic
toxic effects. The most extreme
recent example was melamine
in infant formula milk, which
caused renal failure and multiple
deaths in babies across China.
The likelihood
Predicting the likelihood of
fraud in any given supply chain
is much more difficult than
assessing the threat. The most
fundamental driver of fraud is
economic gain and so the best
likelihood predictors tend to be
supply-and-demand and financial
indicators. At the most basic
level, if something is suspiciously
cheap then this is probably too
good to be true.
Fraud is also more likely when
the deception is relatively easy
and when there is a low risk of
detection. Types of ingredients
and products where fraud is
typically considered more likely
therefore include:
• Ingredients with sudden
dips in supply due to harvest

Predicting the
likelihood of fraud in
any given supply chain
is much more difficult
than assessing the
threat.

failure or other macroeconomic events or where
increases in demand outstrip
supply (e.g. Madagascan
vanilla, global cumin supply
following the Syrian conflict)
• Food with no (or difficult)
measurable difference
between the claimed variety
and the fraudulent substitute
(e.g. ethical trade certification
schemes, food claimed to be
grown/produced in a highly
specific geographical location)
• Deceptions which would
otherwise be unmeasurable in
the final product (e.g. shelf-life
extension of long life products
such as rice, forged certificates
of analysis)
• Composite and homogenised
commodities with opaque
multi-step supply chains (e.g.
milk powders, animal feed)
• Commodities imported
from jurisdictions with weak
regulatory oversight, weak
legal enforcement or a culture
of rule-bending.
The likelihood is also viewed
as higher if the supply chain
is under financial stress, for
example if profit margins are
tight, if there is downward
pressure on prices from the endcustomer or if a supplier has been
hit with other unexpected costs.
This means it is important to
consider the likelihood associated
with both sudden supply chain
shocks and long term supply
chain squeezes.
Assessing the risk
Most large food businesses have
identified their vulnerability
to fraud on their risk register.
They regularly review existing
controls and where necessary
further mitigate these risks. As
well as being good practice, such
risk assessment (Vulnerability
Analysis and Critical Control
Points, VACCP) is now a prerequisite of GFSI and ISO- food
safety certification schemes.
Such risk management
usually comes under the remit
of the technical or compliance
teams. However, it needs to be
a cross-functional activity. Most
of the knowledge relating to the
likelihood and drivers of fraud in

a specific supply chain lies within
the commercial teams, rather
than the technical teams. It is
the buyers who know when raw
material prices are suspiciously
low, or when demand exceeds
supply, or when they are tempted
to spot purchase from a new
supplier. It is important to
involve the commercial team
in drafting, implementing and
reviewing a business’s VACCP
plan.
The COVID effect
Businesses should have reviewed
their VACCP plans in light of the
coronavirus pandemic. It has had
a fundamental effect on supply
and demand for a wide range
of food ingredients, packaging,
processing aids and sanitisers.
There are a number of generic
adverse economic and social
consequences of the pandemic
that may or may not apply to
specific supply lines:
Rapidly changing stresses on
supply
• Partial or complete shutdown
of entire industry sectors
within a country.
• Partial or complete shutdown
of entire production facilities,
transport or storage routes.
• Lack of agricultural workers to
complete harvests.
• The need for suppliers to look
to new and untried sources to
fulfil orders.
Rapidly changing stresses on
demand
• Panic-buying and stockpiling
by consumers.
• Gluts of stock within the food
service industry as restaurants
and cafeterias are shut down.
• Sustained high demand for
‘core’ ingredients as own-label
retailers simplify their ranges
and concentrate on producing
higher volumes of fewer lines.
• Sustained high demand for
sanitisers and disinfectants.
Rapidly changing stresses on
processing inputs
• Some materials are key to food
processing and a lack of supply
can impact on the ability to
produce food safely and legally
e.g. processing gases such as
CO2, sanitisers, protective
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clothing.
Financial strain within the food
industry
• Businesses may be under
pressure to cut material and
input costs in order to avoid
laying off staff or to meet
existing debt payments.
These are the conditions
that criminologists predict
may cause otherwise honest
individuals to behave
dishonestly. Once they take
this first step, if the bad
behaviour goes undetected
then the change in their moral
compass can, if the behaviour
is repeated, simply become
normalised.
Reduction in governance and
oversight
• A temporary suspension of
the usual second- and thirdparty audits that underpin the
food industry oversight and
compliance schemes.
• No site visits and the majority
of third-party auditors and
many in-house technical
teams homeworking, being
furloughed or redeployed to
front-line operations, which
creates an opportunity for
poor behaviour to occur.
In many cases the conclusion
that has been drawn, often with
a very low evidence base, is
that the likelihood of fraud has
increased.
What is the evidence?
Risk assessments are, by their
nature, hypothetical. After
assessing the threat (which
generally stays unchanged as a
concept - adulteration, forgery,
mislabelling etc. - and is easy to
determine) and the likelihood
(which tends to be more fluid,
subjective and difficult to assess)
each risk is ranked. The severity
in terms of economic harm or
public health harm could be static
or could change depending on
the situational circumstances. It
is reasonable for managers when
they look at the high-ranked
risks to ask ‘Is there any evidence
that this hypothetical risk has
materialised – either for our own
business or for our competitors?’
Seeking objective evidence
for trends in actual food fraud
incidents is notoriously difficult.
Anecdotally, many incidents are
not publicised; businesses have
no incentive to publicise a fraud

that would damage their brand
or demonstrate vulnerability
in their management systems.
There are plenty of mainstream
media and social media reports
of sporadic incidents, but they
tend to be widely scattered or
anecdotal. In the UK, the Food
Industry Intelligence Network
(FIIN)[1] offers a more structured
non-competitive forum for
food businesses to share their
confidential knowledge.
The best methods for seeking
evidence of illicit activity are
not specific to the food industry.
These include whistle-blower
procedures, financial audits,
mass-balance checks and
spotting atypically extravagant
lifestyles. But these are all
related to discovering that you
have been victim of a fraud
after the event, rather than
verifying the appropriateness of
your assessment of the future
likelihood.
Many companies, therefore,
look to draw trends from
published collations of food
safety incidents, such as the
EU Rapid Alert Service in Food
and Feed (RASFF)[2]. Using
such sources to predict future
likelihood is an imprecise science
and in some cases can lead to
conclusions that are worse than
random analysis[3].
The flaw in the logic is when
no account is taken of the fact
that RASFF is based on purposive
rather than probability based
sampling and the database only
publishes the ‘positive’ [bad]
results. If RASFF is used to
draw out trends on food fraud
vulnerability, the conclusions are
weakened if there is no account
taken of the number of samples
tested, whether these samples
were random or targeted, and
therefore what the incidence
of the issue is in the trade as
a whole[4, 5]. This leads to an
echo-chamber effect. An issue is
detected, published on RASFF
and thus gains attention. There
is then a widespread increase in
analytical testing for the issue.
More examples of the issue
are discovered and published,
leading to greater concern.
There is a further increase in
testing. The number of published
examples rises exponentially.
None of which means that the
underlying prevalence of the

In the UK, the Food
Industry Intelligence
Network (FIIN) offers a
more structured noncompetitive forum for
food businesses to
share their confidential
knowledge.

issue has increased (in fact it may
have decreased if the increase in
analytical testing has now had
a deterrent effect). Meanwhile,
another issue which may have
the same underlying prevalence
in supply chains remains
undetected and absent from
analytical testing programmes
and still has ongoing impact on

businesses and consumers.
Coupled with this, the RASFF
system holds relatively few data
points. You may be trying to draw
trends from only a handful of
data, particularly if looking at a
specific commodity or country of
origin. Multiple data points may
relate to the same point-source
fraud incident. To mitigate these
flaws, there are subscriptionbased databases that hold much
bigger global datasets. There is
also a free-to-join organisation,
the Food Authenticity Network[6],
that provides context and
commentary around reported
fraud incidents and trends, and
access to other resources and
guides.
The data analysis presented
in this article is taken from the
HorizonScan[7] database. Like
other subscription databases,
this includes import refusals
and alerts (e.g. RASFF), market
surveillance tests, media reports,
official warning letters and
recall notices. The data sets are
large enough to smooth out
some of the trends, but the
same caveat applies that they
only hold ‘positive’ results and
reports. Without knowledge
of the ‘negative’ frequency, or
normalising the data some other
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based on the most charitable
interpretation. This gives an
upper- and lower- bound estimate
of the reported fraud incidents.
Such an analysis is shown in
Figure 1 for each month from
January 2017 to June 2020. The
cynical interpretation includes
all issues related to regulatory
compliance, undeclared additives
and authenticity. The charitable
interpretation is limited to issues
that are more clearly identified as
fraud: adulteration, undeclared
colours or preservatives,
documentation fraud, sale of
unfit food, unlicensed premises
or sales.
It can be seen that – if
focusing purely on the months
from August 2019 to April 2020
– there appears to be an uplift
in the dataset for the ‘COVID
affected’ months of April and
May 2020. However, there is no
longer term evidence of cause
and effect. The short-term uplift
is difficult to distinguish from the
longer-term monthly variation.
It is also striking that, although
awareness and testing for food
fraud has increased over the past
three years, there has not been a
consequent trend upwards in this
dataset in reported incidents.
The types of incident for
a period ‘pre-COVID’ (April
– June 2019) can be directly
compared to the equivalent
period ‘post-COVID’ (April
– June 2020). An analysis of
the ‘cynical’ interpretation in
Figure 2 shows that there was an
apparent increase in undeclared
colours and preservatives (there
has also been an increase in
unapproved ingredients, which
is almost exclusively related to
online sale of food supplements)
[8]
. The incidents attributed
to adulteration, although
relatively low in number, are of
particular interest in terms of
objective evidence. The increase
in 2020 is due to additives (e.g.
melamine) used to enhance the
apparent protein content of
commercially-traded soy protein
and pea-protein, all originating
from China. One hypothesis is
that this trend in the dataset is
likely driven by the increased
demand for composite vegan
products rather than related to
coronavirus disruptions.
Although this would imply
that ‘undeclared colours’
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Figure 3a Incidents Related to Undeclared Colours, April-June 2019 vs April-June 2020, Country of Origin
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Mitigating the risk
The purpose of reviewing your
VACCP and fraud risk assessment
is to target mitigation strategies
at the highest risks. Mitigation
strategies can include:
Supplier approval processes
• Only using trusted suppliers
(or, even, vertically-integrated
suppliers), irrespective of
supply and demand pressures.
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should rank higher on a VACCP
assessment, a deeper look at
the data shows that the issues
continue to be concentrated in
materials and products from
a small number of countries
(Figure 3a) and in a small number
of commodities (Figure 3b).
If a company sources palm oil
from West Africa, or any raw
materials where colour is an
indicator of quality from Mexico,
India, China, Vietnam or the
Philippines then – yes – they
need to give this risk some
weight. But otherwise, there
is no suggestion from these
data that this risk should be
weighted higher than any other.
This demonstrates that VACCP
analysis must specifically relate to
the ingredients and raw materials
purchased by a business and the
inherent additional likelihood of
fraud associated with one origin
compared to another.
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Figure 3b Incidents Related to Undeclared Colours, April-June 2019 vs April-June 2020, Commodity or Product

• A prohibition on spot-buying
should be adopted.
Alternative forms of supply
chain verification
• Increased remote audit
frequency reduces the
deterrence associated with
second- and third-party
audits.
• As audits return to becoming
real-time and physical,
including unannounced audits
and/or financial auditing and
financial due diligence checks,
deterrence should increase.
Increased analytical testing
frequency
• Analytical testing should
not be used for routine
specification and acceptance
testing, but is a focused spotcheck driven by the VACCP
risk assessment to ensure that

other mitigation strategies are
effective.
Real-time tracking of
commodity price trends, crop
and animal disease outbreaks
and weather data
• Provides an alert to any
changes in supply and demand
pressures.
Whistle-blowing and reporting
procedures
• Need to be accessible to
everyone throughout the
supply chain.
Conclusions
The global disruption caused by
COVID-19 has, and will continue
to have, a generic impact on
the likelihood of many food
fraud risks. It is important
that food businesses keep their
vulnerability assessments and

risk management plans under
continual review in light of
‘COVID-effects’ to assess whether
they apply to their own supply
chain. These effects are layered
onto existing macro-economic
trends, such as the increase in
plant-based foods, direct online
sales and supply shortages due to
conflict or climatic events.
It is very difficult to obtain
objective evidence of the
incidence of food fraud in a
specific sector, or to determine
objective trends. Evidence
based on reported incidence is
fraught with caveats and needs
to be interpreted with care.
These caveats notwithstanding,
there is no evidence within
the Horizonscan database that
COVID-19 has yet led to an
increase in food fraud.
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